Notes for Users

These notes provide additional information about using this product. To use SSL
encryption, make the following settings after installing this product in the print-
er.

& Note
O For details about installing this product, see Option Setup Guide.

Configuring SSL Encryption

This section describes how to configure SSL (secure sockets layer) encryption.
Using SSL encryption, you can issue a server certificate to authorize use of the
printer.

Self-Signed Certificates and Certificates Issued by a Certificate Authority

There are two types of server certificate: a self-signed certificate, which you sim-
ply install, and a certificate that is issued to you by a certificate authority after
you apply for it, and that you then install.

Configuration flow (self-signed certificate)

@ Creating and installing the server certificate
Using Web Image Monitor in Administrator mode, create the server certifi-
cate, and then install it.

® Enabling SSL
Enable the [SSL/TLS] setting to activate certification of the printer.
Using Web Image Monitor in Administrator mode, make the settings.

Configuration flow (certificate issued by a certificate authority)

@ Creating the server certificate
Using Web Image Monitor in Administrator mode, create the server certifi-
cate.
The application procedure after creating the certificate depends on the certif-
icate authority. Follow the procedure specified by the certificate authority.

@ Installing the server certificate
Using Web Image Monitor in Administrator mode, install the server certifi-
cate.

® Enabling SSL
Enable the [SSL/TLS] setting to activate certification of the printer.
Using Web Image Monitor in Administrator mode, make the settings.



Creating and Installing the Server Certificate (Self-Signed Certificate)

Using Web Image Monitor in Administrator mode, create the server certificate
and install it.

This procedure is used for a self-signed certificate.

l] Open a Web browser.

ﬂ Enter “http://(machine's-address)/” in the address bar to access the printer.
B Select Administrator mode.

A Reference
For details about selecting Administrator mode in Web Image Monitor, see
“Access in Administrator Mode”, Administrator Reference.
ﬂ Click [Configuration], click [Security], and then click [Certificates].
The [SSL Certificate] page appears.

B Click [Create].
The [Certificate Information] page appears.

B Make the necessary settings.

A Reference
For details about the displayed items and selectable items, see Web Image
Monitor Help.

ﬂ Click [OK].
The [SSL Certificate] page appears.
[Installed] appears under [Certificate Status] to show that a server certificate for
the printer has been installed.

& Note
3 Click [Delete] to delete the server certificate from the machine.



Creating the Server Certificate (Certificate Issued by a Certificate Authority)

Using Web Image Monitor in Administrator mode, create the server certificate.
This procedure is used for a certificate issued by a certificate authority.

l] Open a Web browser.
ﬂ Enter “http://(machine's-address)/” in the address bar to access the printer.
B Select Administrator mode.

pe Reference
For details about selecting Administrator mode in Web Image Monitor, see
“Access in Administrator Mode”, Administrator Reference.

ﬂ Click [Configuration], click [Security], and then click [Certificates].
The [Certificate Information] page appears.

B Click [Request].
The [Certificate Information] page appears.

B Make the necessary settings.

A Reference
For details about the displayed items and selectable items, see Web Image
Monitor Help.

ﬂ Click [OK].
The [SSL Certificate] page appears.
[Requesting] appears under [Certificate Status].

& Note
O Click [Cancel Request] to cancel the request for the server certificate.

B Apply to the certificate authority for the server certificate.

The application procedure depends on the certificate authority. For details,
contact the certificate authority.

When applying, use the data created with Web Image Monitor.
& Note

O Using Web Image Monitor, you can create the contents of the server certifi-
cate but you cannot send the application.



Installing the Server Certificate (Certificate Issued by a Certificate Authority)

Using Web Image Monitor in Administrator mode, install the server certificate.
This procedure is used for a certificate issued by a certificate authority.
Enter the server certificate contents issued by the certificate authority.

l] Open a Web browser.
ﬂ Enter “http://(machine's-address)/” in the address bar to access the printer.
ﬂ Select Administrator mode.

pe Reference
For details about selecting Administrator mode in Web Image Monitor, see
“Access in Administrator Mode”, Administrator Reference.

ﬂ Click [Configuration], click [Security], and then click [Certificates].
The [SSL Certificate] page appears.

B cici pinstan.

B Enter the contents of the server certificate.
In the displayed field, enter the contents of the server certificate issued by the
certificate authority.

& Note
3 Click [Delete] to delete the server certificate.

AP Reference
For details about the displayed items and selectable items, see Web Image
Monitor Help.

ﬂ Click [OK].
The [SSL Certificate] page appears.

[Installed] appears under [Certificate Status] to show that a server certificate for
the printer has been installed.



Enabling SSL

After installing the server certificate in the printer, enable the SSL setting so that
the user can certify the printer.

This procedure is used for a self-signed certificate or a certificate issued by a cer-
tificate authority.

Using Web Image Monitor in Administrator mode, make the settings.

l] Open a Web browser.

ﬂ Enter “http://(machine's-address)/” in the address bar to access the printer.
B Select Administrator mode.

pe Reference
For details about selecting Administrator mode in Web Image Monitor, see
“Access in Administrator Mode”, Administrator Reference.
ﬂ Click [Configuration], click [Security], and then click [SSL/TLS].
The [SSL/TLS Settings] page appears.

B ciick [Enable] for [SSLTLS].

E Click [Apply].
The SSL setting is enabled.

& Note

O When using SSL, enter "http://(machine's-address)/" to access the printer.
For this to work, Internet Explorer 5.5 or later, or Netscape 7.0 or later must
be installed on your computer.



Configuring SSL Encryption for the Client

This section describes how to configure the client after installing the server cer-
tificate in the printer and enabling the SSL (secure sockets layer) setting.

If a security alert dialog box appears when you access the printer using a Web
browser or IPP, install the certificate in the client computer.

Installing the Certificate Using the Web Browser

Enter “http:/ /(machine's-address)/” in the address bar to access the printer.
If a security alert dialog box appears, install the certificate.
As an example, this section describes procedures under Internet Explorer.
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n When the [Security Alert] dialog box appears, click [View Certificate].
The [Certificate] dialog box appears.
Check the contents of the certificate.
If there is a problem, such as the certificate having expired, contact the admin-
istrator.
ﬂ On the [General] tab, click [Install Certificate...].
Certificate Import Wizard starts.

ﬂ Install the certificate by following the Certificate Import Wizard instruc-
tions.

& Note
O For details about how to install the certificate, see the Web browser Help.

O If a certificate issued by a certificate authority is installed in the printer, con-
firm the certificate store location with the certificate authority.



Installing the Certificate Using SmartDeviceMonitor for Client

If the [Security Alert] dialog box appears when accessing the printer using IPP to
create or configure an IPP port, or when printing, install the certificate.

Security Alert 3 x|
ires a se
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O To select the certificate store location when using Certificate Import Wizard,
click [Place all certificates in the following store], and then click [Local Computer]
under [Trusted Root Certification Authorities].

O Internet Explorer must be installed on your computer. Use the latest version.
Internet Explorer 6.0 or later is recommended.

l] When [Security Alert] appears, click [View Certificate].
The [Certificate] dialog box appears.

ﬂ On the [General] tab, click [Install Certificate...].
Certificate Import Wizard starts.

ﬂ Click [Place all certificates in the following store], and then click [Browse...].
The [Select certificate store] dialog box appears.

B Ciicic [Next].

B Select the [Show physical stores] check box, and then click [Local Computer] un-
der [Trusted Root Certification Authorities].

B Click [OK].
The certificate store location appears under [Certificate store:].

ﬂ Click [Next].
B Click [Finish].
ﬂ Click [OK].
The certificate is installed.

& Note

O When you create or change an IPP port using SmartDeviceMonitor for Client,
enter "http://(machine's-address)/ printer" in [Printer URL] to access the
printer.
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Notes for Users

These notes provide additional information on using this product, and errata for
the descriptions in the operating manual. Read these notes together with the
Maintenance Guide.

How to Deal with Paper Jams in the Duplex Unit

If paper jams occur repeatedly in the duplex unit, the screws inside the duplex
unit may not be positioned correctly. In addition to the solutions provided on p.
66 “Paper jams occur repeatedly when using the duplex unit”, Maintenance
Guide, check the following:

Status Possible Causes, Descriptions, and Solutions

Paper jams occur repeatedly when using the | The two green screws inside the duplex unit
duplex unit. may be loose.

The screws inside the duplex unit that must be
locked after installing the duplex unit may not
be in the correct positions. Open the back cov-
er of the duplex unit, open the inner cover, and
then push in the green parts of the two screws
located inside near the top.

A Reference
For details, see Option Setup Guide.

How to Deal with PDF Direct Print Errors

There is an error in the “Possible Causes, Descriptions, and Solutions” column
for the “PDF Direct Print is not executed (PDF file is not printed).” status on p.
72 of Maintenance Guide.

Please make the following correction in the first row in “Possible Causes, De-
scriptions, and Solutions”.

Original Text Corrected Text

You must install an optional hard disk drive or | To use PDF Direct Print, you must install an
set the value of the [RAM Disk] in the System | optional hard disk drive or specify [RAM Disk].
Menu to 2 MB or higher. If you specify [RAM Disk], set [RAM Disk] in Sys-
tem Menu to “2 MB” or higher.

& Note

3 1If the hard disk drive has been installed,
[RAM Disk] does not appear in System
Menu.

O If you are not going to install the hard disk
drive, we recommend increasing the mem-
ory by installing an optional memory unit
(SDRAM module) with a capacity of at
least 128 MB.




Messages that Appear on the Panel Display

The following message is added to p. 56 “Alert Messages”, Maintenance Guide. If
the following message appears on the display, deal with it according to the in-

struction.

Messages

Description

Solution

Decryption Error

The network data protection
unit is not installed, so the en-
crypted data cannot be de-
crypted.

Install the optional network
data protection unit.

For details about installing the
network data protection unit,
see Option Setup Guide.

Change in Name of Printer Priver function

There is a change in the name of the printer driver function. Subsutitute the key
name “SWOP” on p.27, PostScript 3 Supplemet with the following.

Previous name

New name

SWOP

US OffsetPrint
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